3apeructpupoBan B Muntocte Poccun 17 anpenst 2015 r. Ne 36907

MMHUCTEPCTBO CBSI31 1 MMHUCTEPCTBO CTPOUTEJIbCTBA U
MACCOBBIX KOMMYHUKAILMIA XMINITHO-KOMMYHAJIBHOI'O
POCCHIMCKOU ®EJEPALIUN XO3SMCTBA POCCUMCKOM
(MunkomcBs3b Poccun) OEJIEPALIMN

(Munctpoit Poccun)

[TPUKA3
23 mapra 2015 . Ne 89/204/mip

MockBa

00 yrBep:xnenuu Ilopsiaika B3auMoaeiicTBUS rOCYyAapCTBEHHOM HH(POPMALIMOHHOMI
CUCTEMBI KUJIMIIHO-KOMMYHAJIBbHOI0 X03MCTBA ¢ MH(PPACTPYKTYPOH,
o0ecnieunBamouiel HHGOPMAIMOHHO-TEXHOJIOTHYECKOE B3aUMO/IeliCTBIE
HH(POPMALMOHHBIX CHCTEM, HCIIO0JIb3yeMbIX IJIl IPEeI0CTABJICHUS FOCY1aPCTBEHHBIX
U MYHULMIAJIBHBIX YCJIYT B 3JIEKTPOHHOM ¢opme, ¢ UHBIMH HHPOPMALTMOHHBIMH
CHCTEMaMHU, 2 TaKKe eJUHBbIX (opMaTOB 111 HHGPOPMALMOHHOI0 B3AUMOACCTBHS
UHBbIX MH(POPMALMOHHBIX CUCTEM € IrOCYyAAPCTBEHHON HH(OPMALMOHHON CUCTEMOM
KMJIMIIHO-KOMMYHAJIBbHOI'0 X03MCTBA

B coorBerctBun ¢ myHktom 10 wactm 3 cratem 7 depepanbHOro 3akoHa
or 21 wmions 2014 r. Ne 209-03 «O rocymapcTBeHHOW WH(HOOPMAIMOHHOW CHCTEME
KUJTUITHO-KOMMYHaJIbHOTO  X03siiicTBay  (CoOpaHue 3akoHojaTenbcTBa Poccuiickoit
®deneparyn, 2014, Ne 30, ct. 4210) npuka3piBaem:

YTBEPAUTh  IPUJIAraeMblii  TOPSAOK  B3aUMOJCHUCTBUS  TOCYAAapCTBEHHOU
MH()OPMAITMOHHONW CUCTEMBI KHIIUITHO-KOMMYHAJIBHOTO XO3SICTBA ¢ MH(MPACTPYKTYPOH,
o0ecreunBaroIIei UH(OPMAITMOHHO-TEXHOJIOTUYECKOE B3aUMOJICCTBHUE
UH()OPMAITMOHHBIX CHUCTEM, HMCHOJB3yEeMbIX [JIsl MPEAOCTABJICHUS TOCYAAPCTBEHHBIX U
MYHUIIUTIATBHBIX YCIYyT B OJIGKTPOHHOHW (GopMe, ¢ UHBIMH HHPOPMAIMOHHBIMU
CUCTEMaMH, a TaKKe eIUHbIE (opMaThl sl MHHOPMAIIMOHHOTO B3aMMOJICUCTBUS MHBIX
UH()OPMAITMOHHBIX CHCTEM C TOCYJIapCTBEHHON MH(POPMAIMOHHON CHCTEMOU >KUIUIITHO-
KOMMYHQJIBHOTO XO35MCTBA.

MuHHUCTp CBSI3U M MACCOBBIX MUHHUCTP  CTPOUTENBCTBA U

KOMMYHUKAIUH Poccuiickoit KUIUIITHO-KOMMYHAJIbHOI'O

denepannun X03SIUCTBa Poccuiickoi
denepauuu

H.A. Huxkudopon M.A. Mens




YTBEPX/IEH
IIpUKa3oM MHHHUCTEPCTBA CBA3U U MAaCCOBBIX
KoMMyHUKanui Poccuiickon ®@enepanuu n
MuHuCTEPCTBA CTPOUTENBCTBA U KUIIUIIHO-

KOMMYHaJIbHOTO X03sicTBa Poccuiickon denepauunu
ot 23.03.2015 Ne 89/204/mp

IMopsiaok B3aMMOAECMCTBUA IOCYAAPCTBEHHON MH(POPMALMOHHON CUCTEMBbI
JKIJTHIIHO-KOMMYHAJILHOI'0 X03M1iiCTBAa ¢ HHPPACTPYKTYPOii, o0ecnednBaromei
HH(OPMAIMOHHO-TEXHOJIOTHYECKOe B3auMOAeiCTBHE HH(POPMAIMOHHBIX CUCTEM,
HCII0JIb3yeMBbIX JJIfl IPEeJOCTABJICHUA IOCYIAPCTBEHHbIX U MYHUIMIIAJIbHBIX YCJIYI B
3JIEKTPOHHOM (popMe, ¢ UHBIMH HH(POPMALMOHHBIMHM CHCTEMAMU, a4 TAKIKe eUHbIE
¢opmatsl 15151 THGOPMAUMOHHOTO B3aUMOACHCTBUS UHBIX HMH(POPMALMOHHBIX
CHUCTEM C rOCyIapCTBEHHON MHPOPMALMOHHON CHCTEMOH KUJIMIIHO-KOMMYHAJIbHOT0

X03M1liCTBA
1. HacTostumii [Topsnox YCTaHaBJIMBAECT IpaBuia B3aMMO/JICHCTBUSA
roCy/1lapCTBEHHOM HH(OPMALMOHHONW CHUCTEMBl JKUIMIIHO-KOMMYHAJIbHOIO XO35HCTBA
(mamee — cucreMa) c HMHPPACTPYKTYypoH, obecneuynBaromeid HHOOpMAIMOHHO-

TEXHOJIOTUYECKOE B3aWMOJICHCTBUE HMH(POPMAIMOHHBIX CHUCTEM, HCIOJIb3YEMBIX, B TOM
qyucye Al IPeI0CTaBICHUSI TOCYJaPCTBEHHBIX U MYHULIMIAIBHBIX YCIYT B 3JIEKTPOHHOU
dbopme (anee — MHPPACTPYKTypa), MPOLETYPY B3aUMOICUCTBUS UHBIX HH(POPMAIITMOHHBIX
CUCTEM C CHCTEMOM, OCYLIECTBIIEMOIO B LIEISAX pa3MelieHUs MHPOpMaluU B CUCTEME
MOCTaBIIMKaMu HWHPOpMAIMKM, a TakkKe TpeOoBaHUS K eAuHbIM ¢opMaraMm s
MH()OPMAITMOHHOTO B3aUMOJEHCTBUS UHBIX HHPOPMALMOHHBIX CUCTEM C CUCTEMOM.

2. B3anmogeiicTBie CUCTEMBI U MHBIX MH(POPMAITMOHHBIX CUCTEM OCYIIECTBIISIETCS C
MCIIOJIb30BAHUEM COBOKYITHOCTH MH(OPMALIMOHHBIX TEXHOJIOTHM, MPUMEHSIEMBIX B LENSIX
pasmernenus (peaocTaBieHus) HHGOPMAIMH B CUCTEME TIOCTABIIMKAMU UHPOPMALIUU U
HaIlpaBJCHHBIX Ha TMOJYyYEHUE CHUCTEeMOM HH(OpMalMM, COAEp)KalEHcs B HMHBIX
MH()OPMAIIMOHHBIX CHUCTEMAaX, IMOCJEAYIOUIyI0 O0pabOTKy CHCTEMOW M pa3MelleHuE B
CUCTEME TIOJyYeHHON HHMOpMAITUH.

3. BzaumopeiicTBrue cucTeMbl U UHBIX MH(GOPMAIIMOHHBIX CHUCTEM OCYIIECTBISETCS
B aBTOMATHU3UPOBAHHOM U (WJIM) aBTOMATUYECKOM PEKUME.

4. BzaumonelcTBHE WHBIX HMHPOPMAIMOHHBIX CHCTEM C CHUCTEMOM JOJKHO
OCYIIECTBIISITBCSA ~ MyTeM  oOecriedeHus: MHGOPMALMOHHOW U TEXHOJIOTUYECKOU
COBMECTUMOCTH HWHBIX WH(OPMAIIMOHHBIX CHUCTEM C CHUCTEMON WM C HUCIOJIb30BAaHUEM
UHPPACTPYKTYPhl TOCPEACTBOM B3aUMOJICHCTBUS CO CIECAYIOIUMU €€ 3JIEMEHTAMHU:

1) dbenepanibHOI TOCYAapCTBCHHON MHGPOPMAIIMOHHON cucTeMoii «EnuHasi cucrema
uaeHTUUKAMM W ayTeHTUQUKalMUM B HUHQPpACTpyKType, obOecrneunBaronieit
UH(OPMAIIMOHHO-TEXHOJOTUYECKOE  B3aUMOJEHCTBUE  MH(POPMAIIMOHHBIX  CHUCTEM,
UCIIOJIb3YEeMbIX JUIsl TPEIOCTaBICHUS TOCYJAPCTBEHHBIX M MYHHUIIMNAIbHBIX YCIYyTI B
AIIEKTPOHHOM (QopMe», CO3/IaHHONM Ha OCHOBaHMM TMocTaHoBieHus [IpaButenbcTBa
Poccuiickoit @eneparuu ot 28 Hosa0ps 2011 1. Ne 977 «O (denepanbHOi rocy1apcTBEHHON
nHpopmarmonHoir cucreme «EnuHas cucrema MACHTH(GUKANMA W AyTCHTH(PUKAINA B
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UH(pPaACTPYKTYpE, o0ecrnieunBaroIen UH(POPMAITMOHHO-TEXHOJIOTUYECKOE
B3aMMOJICICTBIE HMH(DOPMAIIMOHHBIX CHUCTEM, HCIONb3YEeMbIX [JIsI MPEAOCTaBICHHUS
rOCy/IapCTBEHHBIX M MYHHUIUMAIBHBIX YCIYr B 3JeKTpoHHOH (opme» (Cobpanue
3akoHoAaTenbcTBa Poccuiickoit @enepanuu, 2011, No 49, ct. 7284; 2012, No 39, ct. 5269;
2013, Ne 5, ct. 377; Ne 45, ct. 5807; Ne 50, cr. 6601) (manee — ECHUA) — nmus
UACHTU(PUKAIMK U ayTeHTU(UKAIMU T0JIb30oBaTene WHGOpMAaIMM U MOCTaBIIUKOB
uHbopMaIlMM B CHUCTEME, a TaKXKe B LENAX TMOJy4yeHUs U oO0pabOTKH CHUCTEeMOM
uHdopmarmu, conepxarieiicas B ECUA;

2) €IUHON CHUCTEMON MEXBEIOMCTBEHHOTO 3JICKTPOHHOTO B3aMMOICUCTBUS — IS
MH(OPMAIITMOHHOTO B3aUMOJICHCTBHUSA C AJIEKTPOHHBIMU CEpBUCaMU (peliepaibHBIX OpraHOB
VCITOJIHUTEJIbHOM BJIACTH C LEJIbI0 PAa3MEILIEHUS B CUCTEME CBEICHUH, NPEIYyCMOTPEHHBIX
@enepanbHbiM  3akoHOM OT 21 wmromsa 2014 1. Ne 209-®3 «O rocymapcTBEHHOM
MHOOPMAIMOHHOW  CHCTEME  KWIHMIIHO-KOMMYyHanbHOro  XxossiiictBa»  (CoOpanue
3akoHoaarenbcTBa Poccuiickoit deneparum, 2014, Ne 30, cr. 4210), B cimydae eciiu Takoe
B3aUMOJICHCTBUE 00ECIIEYMBAET Pa3MEILLIEHUE B CUCTEME CBEJICHUI B PEXKMME OHJIAMH;

3) MHPOPMAIMOHHON CHCTEMOW TOJOBHOTO YIOCTOBEPSIONIETO ICHTpa, (PyHKIUH
KOTOPOTO OCYLIECTBIISIET benepanbHbIil opraH WCIIOJIHUTEbHON BJIACTH,
YIIOJTHOMOYEHHBIM B c(epe HCIO0JIb30BAHUS 3JIEKTPOHHOM MOAMMCH — JUIsl MOJIyYE€HUS U
oOpaGoTku  cucreMoil  umHQoOpManMM O  BBJIAHHBIX W AaHHYJIHPOBAHHBIX
KBaJIM(DULIMPOBAHHBIX cepTU(PUKATAX KIFOUEH MPOBEPKH 3JIEKTPOHHOM MOATHUCH.

5. Opranuzanusi B3aUMOAEUCTBUSI CHUCTEMbl U WHBIX HH(QOPMAIMOHHBIX CHUCTEM
OCYIIECTBISICTCS ~ HAa  MNPUHIMMNAX  COOJIOJEHUS  MOJIHOTHI,  JOCTOBEPHOCTH
npeaocTaBisieMor uH(opMmaluu, mnoixydaemMou, oOpabaTbiBaeMON W pa3MeliaeMoil B
pamMKax MEXCHCTEMHOT0 B3aUMOJAEHUCTBHUS, a TAK)KE€ KOH(PHUACHLIHUAILHOCTH MH(OpMaLUH,
JOCTYNlT K KOTOpPOWM OrpaHWyeH 3akoHojarenbcTBoM Poccuiickoit ®enepaunu 00
uHpopmanuu, THGOPMALIMOHHBIX TEXHOJIOTHUSIX U O 3aIIUTe HHPOPMALIUU.

6. BzanmopeiicTBre MHBIX MHPOPMAIIMOHHBIX CHCTEM C CHCTEMOM OCYIIIECTBIISCTCS
C HUCIOJIb30BAaHUEM YHU(DUIIMPOBAHHBIX CTPYKTYPUPOBAHHBIX OTKPBITHIX (POPMATOB ISt
nepefadyd AaHHbBIX (eAMHBIX (OpMaToB i MHPOPMALMOHHOTO B3aMMOJEHCTBHSA) Ha
OCHOBE pacumpsieMoro sizbika pasmeTku (XML), KoTopbie pa3MelarTcsi OrnepaTopoM
CUCTEeMbl Ha CcalTe CHUCTeMbl B HWH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHON CEeTH
«/IHTEpHET» B CPOK HE MO31HEE 4eM 3a 14 gHell 10 MOMEHTa Hayaja MCIHOJIb30BaHUS
Takux (popMaToB B CUCTEME.

7. Ilpu B3auMOACHCTBUU HWHBIX MHPOPMAIMOHHBIX CHCTEM C CHUCTEMOW TpPHEM U
nepenaya HWH(OpPMALUK JOJDKHBI OCYIIECTBIISTHCS C HCIOJB30BAHUEM CTaHAAPTHBIX
CETEBBIX MMPOTOKOJIOB MEPEIayy JTaAHHBIX, B TOM YHUCIIE:

a) nporokou nepenaun runeprekcra (HTTPY) Bepcuu 1.1 unu Belme;

0) paclMpeHHbli npoTokon nepenaun runeprexkcra (HTTPS?) ¢ obecneuenuem
6e3onacHocTH TpancnopTHoro yposHs (TLS®) Bepcuu 1.0 niu BbIIIE.

1 CnpaBoyHo: [IpoTokos nepenauu runeptekcrta - Hypertext Transfer Protocol (HTTP)
Z CupaBoyHo: Pacmupenue npotokosia HTTP, noaaepxuBarwiee uinppoBaHue
3 CipaBoYHO: be3omacHOCTb TpaHCOPTHOTO YpoBHs o603HavyaeTcsa TLS (Transport Layer Security)
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8. [Ipu pa3paboTke BeO-CEPBUCOB ISl B3aMMOJICUCTBHS WHBIX HH(POPMAIMOHHBIX
CHUCTEM C CUCTEMON HEOOXOIMMO MPHUICPKUBATHCS CIACTYIONIMX CHSITU(PUKAIIAN:

a) IPOTOKOJI OOMEHa CTPYKTypHpoBaHHBIMU coobmenusamu (SOAP*) sepcun 1.1
WM BBIIIIE;

0) s3bIk onucaHus BebG-cepBucoB M poctyna kK HuMm (WSDL®) Bepcum 1.1  wmnm
BBIIIIC;

B) 6a30BbIi poduiis ueTeponepabensocTu (WS-I Basic Profile®) sepcun 1.1 unn
BBIIIIC;

I') pacIMPSAEMBIi S3bIK OMMCaHUs cxeM AaHHbIX (XSD') Bepcun 1.0 unu BILIE;

1) WS-Security® Bepcuu 1.1 unm Bbie.

4 CnpaBouHO: IIpoToKoJ1 06MeHa CTPYKTYpHPOBaHHBIMU coobmeHUsaMH (Simple Object Access Protocol, SOAP)
ONyOJIMKOBaH o azpecy B MHPOpPMaIMOHHO-TEJIEKOMMYHHKAIMOHHOH ceTu WHTepHeT:
http://www.w3.org/TR/soap/

5 CipaBOYHO: fI3bIK OMMCaHUs 3JIEKTPOHHbIX cepBUcoB Bepcuu 1.1 (Web Services Description Language, WSDL 1.1)
onybJMKOBAaH MO ajpecaM B HHOOPMAIMOHHO-TEeJIEKOMMYHHUKALMOHHON ceTu MWHTepHeT: http://www.ws-
i.org/Profiles/SimpleSoapBindingProfile-1.0.html, http://www.w3.org/TR/wsdl

6 CipaBo4YHO: ba3oBbIi mpodub uHTeponepadbesbHocTH Bepcuu 1.1 (WS-I Basic Profile 1.1) ony6iMKkoBaH o agpecy
B MHGOPMALMOHHO-TEeJeKOMMyHUKalMOHHONU ceT WHTepHeT: http://www.ws-i.org/Profiles/BasicProfile-1.1-2006-
04-10.html

7 CipaBoy4HO: fI3bIk onucaHus cxeM JaHHbIX (XML Schema Definition, XSD) - oiuH U3 I3bIKOB ONHCAHUS CTPYKTYPhI
3JIEKTPOHHBIX COOOLIEHUN

8 CnpaBouHo: Cneuudukanus 6e30macHOCTU BeG-cepBUCOB "Be3omacHoCTb CTPYKTypUpoBaHHbIX coobueHuin” (Web
Services Security: SOAP Message Security 1.1



